4.0 File Management in FoxSuite

FoxSuite i1s designed to serve as a filing cabinet for your office
lf_f‘ documentation i.e., forms, reports, procedures, etc. While your
documents are stored in folders, and not in the FoxSuite database

itself, the FoxSuite database is designed to store key information
about a document and its file location. In addition, FoxSuite has an internal
document storage structure which allows users to “upload” files directly to the web
server for easy retrieval at any time. The important concept here is that you can use
FoxSuite to store, track and display a wide range of office documents. In the
discussions that follow, we will generally use the term *“file” when referring to
documents. Also the terms directory and folder are used interchangeably.

FoxSuite has 3 main document storage areas; 1) docs 2) Storage and 3) Off-Site:
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The docs area is intended primarily for “public” type files — items like forms,
pictures, procedures ... items that generally must be accessed by the majority of
FoxSuite members. Users can, however, create “private” accessed controlled
folders in the docs area.

The Storage area is used for individual and “shared” files. Each FoxSuite member,
for instance, has a personal file directory in the Storage area. Also, project,
organization, and team files are stored in the Storage area - and can be accessed
only by those individuals who have been granted specific access.

Storing files Off-Site (remote) is completely optional in FoxSuite, but may be
useful in certain circumstances.

We will begin by discussing the docs area.
4.1 Documents - The File Manager View

A special “docs” directory has been configured in FoxSuite which makes it
especially easy to store “public” files, and also “register” those files in the




FoxSuite database. The docs area is fully integrated with the FoxSuite database ...
that is, where the database records file attributes, location, etc. Registration in the
database includes recording certain “attributes” of the file like title, category,
description, etc. These attributes can then be used later in the search feature when
trying to locate files matching certain criteria.

The initial docs directory structure in the File Manager View is shown below:
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#y  Uploads 25 10/16/2006 [+ ] i}
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As you can see from the structure above, the docs directory will be key to your
understanding of FoxSuite as a document management tool. The file handling
process we will describe below applies to all “public” document storage in
FoxSuite including pictures, forms, reports, etc. We will describe the process of
up-loading a file to the docs directory, and the automatic registration of that file in
the FoxSuite database. We’ll also describe searching, editing and deleting files and
database records concerning files.

We’ve used the term “public” files a couple of times, and we use this term to
designate those files generally available for viewing by most FoxSuite users. Later
in this section we will be discussing “private” docs folders and individual or shared
files like Organization Files, shared Project Files, and Personal Files.

Note: It is important that the docs directory (and each subdirectory within) has its
file folder permissions (in Windows) set to allow users to read, write, and modify
files. If you encounter any “permission-denied” errors when trying to upload,
open, or delete files in these directories — you must reset these directory
permissions in Windows or work with your network or intranet administrator to do




so. See the FoxSuite Installation manual for details on setting Windows
permissions

4. 2 Document Security Issues

As was noted earlier in Section 1.1, the FoxSuite login security system (username
and password) covers only Active Server Pages (.aspx) and the functions they
control — like database access. Document folders and files within the FoxSuite site
are not covered by this FoxSuite login security — but instead are covered by a
combination of FoxSuite’s “forced-downloading” and the security features of the
1S webserver and the Windows Operating System itself.  Without the proper
security settings in IS and Windows, document files can be vulnerable to
unauthorized access by someone typing in the exact URL of a specific document
into their browser’s address field. File storage directories such as those in the
FoxSuite docs and Storage areas must therefore be secured using the security
features within the Windows Operating System, and 1S specifically designed for
these purposes. Below are some suggestions for enhancing File/Document
Security.

o Avoid setting the FoxSuite site for Anonymous Access in IS

o Use Windows or AD Authentication (FoxSuite options) where possible.
(' See Section 1.1.7 of this manual )

. Disable “Read” Access in IIS for selected FoxSuite folders
(Before disabling Read Access in 1S see “Forcing File Downloading” below)

o Set File Directory User Permissions using Windows Security where possible
o Use a separate Domain/Site Level Password to limit Site Access
o Utilize Forced File Downloading as described below

Forcing File Downloading: There are times when you may want to "force™ a user
to Download a file to their client computer rather than simply viewing it in their
browser. Normally a web browser will open file formats it recognizes right away
without giving you the option to open or save the file.

Forcing a Download will cause the browser to prompt the user with a dialog box
like the example below, asking them if they want to open or save the file. If the
user chooses to open the file, the file content is then "streamed" to the user instead
of simply being opened directly in the browser.



File Download x|

Some files can harm your computer, [F the file information below
looks suspicious, or you do not fully trust the source, da not open or
zave thiz file.

File name:  4.bmp
File type:  Bitmap Image
Fram: 216.119.101.22

“wholld you like to open the file or save it to your computer?

Open | Save I Cancel More Info

¥ Alwaps ask before opening this type of file

Forcing a Download is a more secure file management approach, in that it allows
site administrators to disable "Read" access in I1S for certain FoxSuite subfolders -
(Storage/Projects for instance). Disabling “Read” access in IS is more secure
because it prevents an un-authorized user from accessing a stored file simple by
guessing and/or typing the complete file URL directly into their browser - even
from outside of the FoxSuite site.

FoxSuite provides Forced Downloading options in both the docs public file storage
folders, and for the Storage areas. Administrators can select Forced File
Downloading for the docs and/or the Storage areas using the FoxSuite
Configuration Panel. The default in both areas is “No”.

Force Downloads
2 & Mo  Yes
[docs area)

Force Downloads
Q & Mo  Yes
[Storage area)

You may wonder why Forced Downloading is not the default choice for both
areas? The basic answer is:

1) The enhanced security may not be necessary for your particular files
2) Itis generally slower

3) It can create problems with HTML links to images, and other embedded
content that will not exist on the client's computer.

In FoxSuite, the docs area is best used for public, non-confidential, information. If
any of your docs folders (public or private) will contain sensitive information, it is
best to disable ""Read™ access in IIS for these folders, and then select the Force
Download option in the FoxSuite Configuration Panel.

FoxSuite file areas in the Storage area (My Files, Team Files, Project Files, etc)
are more likely areas where you might want to use Forced Downloading since
these are more personal or access controlled folders.  Selecting Forced



Downloading for the Storage Area allows administrators to then disable "*Read"
access in 11S for these file areas as needed.
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Directary | Ducumeﬂlsl Directory Secuntyl HTTP Headelsl Custom Em:usl

“when connecting o this resource, the content should come from:
& The designated directory

-
Local Path: FozSuiteDemo\Storagetprojects
[ Tiph SOUMGE ACEESS i Log visits
" Read [¥ Indes this resource
I~ white

™ Directony brawsing
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4. 3 File Uploading and Database Registration:

We’ll begin the discussion of file storage by describing the addition of an external
file by uploading a file from the user’s PC to the docs directory and registering that
file’s attributes in the FoxSuite database. Lets say, for instance, that we want to
add a new Form to FoxSuite. This might be an expense account form in Microsoft
Excel or perhaps an equipment checklist in MS Word. We would first click the
File Manager link on the homepage menubar to bring up the screen shown below.
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™[] Bookl xs v B B & 14242005 i 1/1/2005 27 648
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You would then click on the Upload icon 41 on the Forms line to bring up the
database interface screen below.



File Upload to: docs\Forms\

Enter a Filename:

Enter the Author:

Enter a Description:

Keywords:

File Category: @ J

File To Upload : Brouse. .. |
Over-Write Existing: Mo  Yes (Mo Archive)  Yes (And Archive)

Upload |

The File Name and Description fields must be completed, as these will become
attributes of the file within the FoxSuite database. The File Category field must
also be completed as it will add an important attribute for category and searching
within FoxSuite. You will notice that the Directory name (docs\Forms) is already
shown at the top of the form.

Note: Initially in FoxSuite, the File Category field will contain only a single
choice “Form” - a value which was “seeded” into the program by DCASoft. You
will want to insert your own list of categories by editing the category list on the
FoxSuite Admin Panel.

The Browse button on the File to upload... line can be used to locate a file on any
drive to which the user has access. This is the file to be uploaded.

Notice that when uploading a file, you can choose what will happen if a file with
the same name already exists at this location. You can choose to “overwrite” the
existing file with the new uploaded file — and whether you want to “archive” the
previous file to the Archive folder.

Clicking the Upload button does two things. First, the external file itself is
uploaded to the FoxSuite web site. In this case, the file will be uploaded to the
Forms folder in the docs directory.

The second action which occurs during uploading is the creation of a new database
record in the FoxSuite FileLibrary Table. The File Location (pathname), File
Name, Description, and Category data are also recorded.

The upload and registration process just described for Forms is exactly the same
for adding any new file to the docs directory.




4. 4 Creating New docs Directories
The initial docs directory structure has only 5 default directories:

Archive
Pictures
Postpics
Slides

Uploads

These 5 directories are intended to be permanent fixtures within FoxSuite. Each
can be used in the same manner as was described above for the Forms directory.
In addition, however, you can create your own directories (including private
directories) within the docs structure by using the New Directory button at the top
of the File Manager page.

Note: When creating new directories, keep directory names short and simple if
possible. Avoid extraneous characters like “& *“/ - # and commas in your
directory names. These characters can sometimes cause errors when trying to
access your directories. The same is true when creating and uploading new files.
It is always better to keep directory and file names simple, short, and free of
extraneous characters.

Public vs Private Directories

When a new file Directory (folder) is created in the docs area, the user can select
whether they want the folder to be either Public or Private as shown below.

Create New Directory

Directory Name: |

Folder Type: & Public Private

[ sumi_|

A Public folder and its direct files will be accessible to any member with basic
permissions to use the File Manager (docs) module. Members might have either
Browse or Author permissions based on their security profile.

A Private folder, by contrast, would initially only be accessible to the person who
created the folder. This folder creator or “Owner” would then be able to share the
folder with others using the Bshare | pytton that is displayed at the top of each
private folder. Clicking this button brings up the Access Control box as displayed




below allowing the folder owner to add the names of other FoxSuite members who
will be allowed to access the private folder.

Folder Title: c:'inetpub'wwwroot' F597A\docs\Hide Stuff
Folder Chamer: Jim H Smith

Davis, Carl
Guest, Guest K
Marme, Test

Smith, Jim H .
Taylor, Beth W. E ﬂi' Submit |
Tuna, Bob H

Wilson, Ron

£  Select Folder Participants™ - then click Submit
* Folder Owners should not select their own name as they already have folder access.

Added participants can add, edit, or delete files within the folder, but cannot
rename or delete a private folder.

4.5 Renaming Directories and Moving/Renaming Files

The File Manager allows users to rename Directories, and to rename or move files
already in the docs directory.

Note: The FoxSuite File Manager will not allow the 4 original directories to be
renamed or deleted - as these special directories are intended to be permanent
fixtures within FoxSuite. New user-created directories can, however, be both
renamed and deleted by their owners.

Moving a File by Copy / Paste

The simplest way to move a file from place to place within FoxSuite is to use the
Copy/Paste feature. The user would simply click the file’s Copy icon Tto place
the file on the clipboard. Moving then to any other folder in FoxSuite, the user can

then paste the file at the desired location by clicking the Paste icon [ELPaste |

Renaming and/or Moving a File

-
To rename or move a file the user can click on the =4 icon to bring up the screen
below. The user can then type in a new file name to Rename, or a new file
directory to Move the file.




FILE EDITOR

Eename File to: |EiDDk1 xls Mowe File to: | J
Book1.xls
File Name: Book1.xls
Size: 27648 bytes

Creation Time: 81202004 11:15:02 AM

Save Changes I Cancel IRenameI Move I HTML = .l::|:|r‘|firrr| Delete

An Example of moving a File

Let’s look at an example of moving a file from one directory to another. Looking
at the screen shot below — we see that we have a file named Book1.xIs residing in
then Forms directory:

#ra File Manager BN Search ™ 1y Files % Org Files & Team Files
5. ... Last Modified: 1 104 Folder Size= 641 Kb

Folder Mame Size Kb Date Created Upload Rename Delete
V.
&y _wt_crt 7 9/7/2004 E3] = i
&y exportdata 0 9/7/2004 3] = i §
2y forms2 359 9/7/2004 # 5] i

File Name Edit Date Created Type Last Modified Size (Bytes)

Eook1 xs 9/7/2004 Hls T/29/2004 27 648
&] charges htrnl 9/7/2004 htrnl 8/26/2004 4567
FORM2K S 9/7/2004 ®LS 5/24/2002 14,336
EORM3XLS 9/7/2004 ®LS 5/24/2002 14,336
EORMA XL S 9/7/2004 ®LS 5/24/2002 14,336

FORMS L5 9/7/2004 ¥l £/24/2002 14,336
s Iceberg jpg 9742004 jog 2/4/2003 162,008

[# Sample jpg 9/7/2004 2/1/2003 9,894
s sharedfolder gif 9/7/2004 i 8/7/2004 974

T

Clicking the Edit A icon on the Book1.xls line will bring up the screen shown

below.
i/ f /Net545Acce I =] 3
Select a "M httpin’asuslﬂNetSﬁAccessﬂ
FILE EDITOR
Eename File to- |Elook1 s ove File to: |\F0rms Procedares =]
B°°k1 .Xls Select ltem
File Mame: Book1.xls
Size: 27648 bytes

Creation Time:  9/7/2004 5:42:04 AM
| Save Changes I Profile IRenameI Move I HTML Delete?: .|::::|:|r|firrr| Delete

We would simply type in the name of the new directory (or select from the pull-
down list) where we want to move this file — let’s say Tools for instance.



¥ Return

FILE EDITOR
Eename File to: IBDDk1 .xls Ilove File to: |TUD|S D
Book1.xls
File Mame: Book1.xls
Size: 27648 bytes

Creation Time:  9/7/2004 5:42:04 AM
| Save Changes I Profile IRenameI Move I HTML Delete?:. M Confirm Delete

We would then complete the move by clicking the Move button and the file would
be moved to the Tools directory.

Directories can be renamed, but not “moved” using the File Manager.

Caution: Renaming a directory within the File Manager will not update file
records/links in the Database and will result in some broken links.

4.6 File “Versions”, Comments, History

Over time, files tend to be updated and revised by users. Procedures are updated
and forms change. FoxSuite provides a mechanism to help track these changes by
recording when changes occur, who made them, and a short description of what
was changed. When a file must be updated in the docs area — the user can select

the Edit -} icon on that file’s line. The red Profile button can then be clicked to
bring up the screen shown below.




Edit File Record

Original Author:  Jimn H Smith Last Modified: BI22/2006 3:51:50 P
File Location: docsPetformance htm
L1 Version:2 Drate: 872272006 3:51:50 PI
Modified by asfasfas
History: Change: asfasf’
[Re=d-0nly)
Jim H Smith 1171572006 9:52:43 AW Al
Comments:
@« Add Comment @ J
ghadgs dgsdg sdg sdg sd
[
File Title: IF'erformance
Description: IF'erformance Dashboard
Keywords: I
Category: |afasf Version: |2
Modified By: | Checked Out 7: Mo © Yes
Checked out hy: Email:
Change: (zs0 I
Chars]
File to Upl
[Only if replacing the I Browse... |
existing file)
Archive Orig.
Filp ? ®HNo € Tes

As we can see — the system already has some information on this particular file that
was recorded when the file was originally uploaded. The user can now edit this
information, add information relevant to the current changes, add comments/notes,
change the version number, and upload a replacement file if desired. This new
information will be recorded in the file’s new profile and history/comment fields.

4.7 File Check-in / Check-out

When a user is updating or working on a particular file — that user may elect to
“Check-out” the file to prevent someone else from editing the same file. Using the
same file Profile screen shown above, the user can select the “Yes” radio button
next to the Checked Out ? option. While a file is “checked-out”, other users can
still view the file — but will encounter the following screen when requesting edit
functions.

U Sorry - this File is currently Checked Out and not available for editing.

Checked Out by: Jim H Smith
Email Address: cfa@deasoft com




The name of the person having the file checked-out, and their email address, is
shown on the message to allow contact to release a file for editing.

4. 8 Deleting Files and Directories

Files can be deleted in the File Manager by clicking either the @ or = icons next
to the file, and then clicking the Delete Button (with the Confirm Delete
checkbox checked).

Multiple File can be deleted by checking the check-boxes next to each file and then
by clicking the [[IDelete Checked | 1y 1o,

Directories can be deleted by clicking the Trash can icon on that directory’s line.
Only a Super-Administrator or a folder “owner” may delete a Private folder.

4.9 Creating and Editing Text and HTML Files

FoxSuite has a set of built-in tools for creating and editing Text and HTML files.
Let’s begin by creating a new text file in the docs area. This can be done by
selecting the Create New File button at the bottom of the File Manager screen and
typing in a filename as shown below.

drewn File Manager EX5earch ) iy =y % Org Files & Team Files

Last Modified

OIS Fold
Folder Name

Date Created Upload

Delete

Sire Kb

£y _ti_ent 7 4/27/2005 iy
2y Pictures 375 4/27/2005 i)
2y Postpics 3] 4/27/2005 i)
2y unte Documents 13 5/2/2005 i)
2y Slides 3 66T 4/27/2005 =) iy
3 Uploads 3 4427/2005 = i}
File Name Date Created Type Last Modifiert  Size (Bytes)
s ahand gif E 50202005 qit Af27/2005 2453
&1 Dashbnard fitm E 50202005 fitm Af27/2005 13,864
& letter htm E 50202005 fitm Af27/2005 4412
&1 Newsletter htm E 50202005 fitm Af27/2005 25,135
&1 Simple News htrm E 50202005 fitm AfIES005 1,853

€] test newsletter.htm E /2/2005 htrn A/28/2005 5,840

5/2/2005 448

(A Tetsing G 5/2/2005

Browse

When the user clicks the Submit button a new file is created and the Page Editor
utility shown below is opened to allow the user to create and save new content to
the file.



@ retun Page Editor

File Name: |C:\inelpub\dumainid25845\docs\\Testﬁle. htrm

Short Title: | Category: J

Page Background: White =

SAIY tBREX/9e@BEH CUHMEALZORS
2= Fa = 4 Y W S e U e B = e g3 L E] S P
B JUEE=E rf? ALz i X' X, ahe 2% ah FortName - Size =

EIHTML CQ\Preview

New files or uploaded files (Text files and HTML files) can also be edited girectly

in the File Manager module. This can be done by selecting the Edit icon =+ on the
file line to bring up the edit box as shown below.

FILE EDITOR

Renare File to: Itest neswsletter hitrm Mowve File to- I J
test newsletter.htm
File Mame: test newsletter.htm
Size: 5540 bytes

Creation Time: 412712005 1:52:43 PM

Save Changes Profile

<body hgoolor=#ffffff><div align="center"><center><table =
bordercolor="#500000" cellspacing="0" cellpadding="0" width="540"
border="1"><tbody><trr<tdr-<div align="center"><center><table height="57&"
cellspacing="0" cellpadding="0" width="540" horder="0"><thody><tr><td
width="180" bgcocolor="#500000" height="30"><font color="HLfffff"-&#160;

WVOLUME 2, &#160; NO. 6</fontr</tdr<td width="360" bgcolor="#500000" fre
colspan="2" height="30":><p align="right"><font color="#ffffff">SPRING
ZO005&#160; £#160; </ font></pr<ftdr</trr<tr><td width="180" height="140"><p
align="center">&H#160; <imy style="WIDTH: 123px; HEIGHT: 107px"™ height="1z0"
arc="/docs/postpics/compass.gif™ width="145" horder="0" /></pr</tdr<td
width="360" colspan="2" height="140"><p align="center"><font face="Georgia™
color="#300000" size="S5":<em>FPlace the Name of Your Newsletter
Here</em></font></p><p align="center”><font face="Arial" size="2"><strong-i
Publication for Employees of ABC

Company</strong></font></pr</tds</trr<trr><td width="540" bgcolor="#500000™
colspan="3" height="1"></tdr<tr><td width="180" height="20"><td

valign="top”™ width="150" height="20"><div align="right"><table

cellspacing="0" cellpadding="0" width="75%" hgcolor="#500000"
border="0"><thody><tr><td valign="center" width="100%"><p

align="center"><font face="Arial" color="H#Effffff" size="3"r<strong:N E W :J

The file’s bare text content can be edited and saved using this screen, or in the case
of an HTML file edited by clicking the HTML button to bring up the rich-text
editor as shown below.



HTML Editor

File Name: |tesl newsletter.htm Page Color: White =

GHIV iaBEHX 9 EEGe CUEM AHOEBE
itz i Ve HEEE- (== 4 E S nES
B I USEZ==SEFIA-P-I5 5 E 5 5 X e ih & Fonthane ~ See -

Flace the Name of Your
Newsletter Here

A Publicati

for Employees of ABC Company

______________________________

EIHTML QPreview

4.10 Editing Office Files (Word, Excel, etc) Online

Editing HTML and Text files online can be accomplished easily as described
above. Online editing of binary files like MS Word of MS Excel can be more
difficult due to security protocols. Often the method used is open the file from the
FoxSuite folder, and then Save the edited version of the file to the user’s PC. The
new revised file can then be uploaded back to the FoxSuite site — archiving the
original if necessary. Alternately, a Windows technology referred to as Web
Folders can make the task of online file editing and collaboration easier, and is
covered in Appendix 7 of this manual.

4.11 File/Document “Routing”

FoxSuite provides a mechanism which allows users to “route” a document in a
defined sequence to up to 8 recipients. To begin the process a user would click the

& File Routing | 1), 101 in the main File Manager. From there — the user would select
a file to route, enter a routing message, and finally select the names of the desired
recipients in routing order. The File Routing button also allows both senders and
recipients to check the progress of documents in progress. As each recipient
receives and approves the document — FoxSuite will attempt to email the person
routing the document with update status reports.

4.12 Member Security Settings

For new Members, the File Manager module (docs) has 4 overall levels of Access
Permissions as shown below:

Module Access Permissions

Docs Directory ¥ ¢ No Access ' Browse " Edit Files  TploadTelete Dir



These 4 choices can be further defined in terms of the starting named security
profiles, and their allowable actions as shown in the chart below:

26) Docs - File Manager
Access Permissions No Access | Browse | Edit Files |Upload / Delete Dir

Profile Name Guest Assoc Basic Advanced & Admin
Search / View DB Record
View Files

Add /Delete Library Categor
Create New Directory

Move Files

Create New Text File
Rename Files

Delete Files

Delete Directory

Upload Files

ANRYAYAYAYAYANAN

ANRAYRYAYAYAYAYAYA AN
ANRYRYAYAYAYAYAYA AN

4. 13 Searching the Database for a File

As your file repository grows, it may become increasingly difficult to locate a
particular file. With FoxSuite you can search the entire database using keywords
which might appear in the file’s Record Name, Description, Category, or physical
File Name.

From any menu like Forms, Tools, etc. click the Search button to bring up the
screen shown below.

@ Return Database File Search
Search Term: I Search |

... leave Search Term field blank to see all files

Database Document Type Search

Search For: [ [= =] s =] & | ]
.doc .ppt xls .pdf htm vl -aif

or .html or.mpyg or.jpy

Searching using this method is, however, case sensitive and is limited only to files
with attributes which have been “uploaded” using FoxSuite’s upload forms.

4.14 Full Text and Attribute Searching with Microsoft’s Index Server




What is Microsoft’s Index Server?

Microsoft Index Server is a full-text indexing and search engine within Microsoft
Internet Information Server (I11S) and Microsoft Windows 2000/2003. It allows any
Web browser to search documents for key words, phrases, or properties such as an
author's name. Index Server is designed for use on a single Web server on an
intranet or the Internet. It can easily handle large numbers of queries on a busy site.
Automatic updating and built-in support for Microsoft Office documents makes it
ideal for an intranet where files change frequently.

Index Server provides a much more powerful search mechanism than was
described in Section 4.5.2.4 — but some simple configuration must be performed
before it can be accessed by FoxSuite. We’ll describe configuration below.

What document formats can Index Server search?

Index Server is capable of indexing textual information in any document type
through content filters. Filters are provided for Hypertext Markup Language
(HTML), text, and Microsoft Office documents.

Index Server can search for the both the author tag in Microsoft Office documents
and the author meta tag in HTML files.

Index Server understands all Microsoft Office properties such as author, title,
subject, summary, keywords, and any custom fields. For example, a user could
search a server for all the documents he or she wrote if the location of a document
has been forgotten. Similarly, a user who knew the author of a paper, but not its
title, could search for papers written by that author.

Using Index Server with FoxSuite

Creating an Index

Index Server works by indexing the content to be searched ahead of time, and
creating an index of keywords and document attributes.

To begin, you will need to create a new Catalog in Index Server for a given set of
documents. For FoxSuite you should create the Catalog in a directory named
C:\Inetpub\index ~ We will be showing the required steps in Windows 2000, but
the process will be similar in other NT-based Operating Systems. To create a
Catalog, go to the Administrative Tools folder in your web server's Control Panel.
Under Administrative Tools you should find an item that says Computer
Management. Under that should be an item called Services and Applications which
contains an entry for Indexing Service.
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If you right-click on Indexing Service and select New >, you will get the option to
add a new Catalog. You must supply two items in order to create the Catalog: the
catalog name and a location to put it's files. For FoxSuite you should use FoxSuite
as the catalog name and C:\Inetpub\index for the location. Note that this is not the
location of the files to be indexed, but is where the files that Index Server creates
will be stored. Don't select a directory that is in use or one that is web-accessible.
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You should now right-click on your new FoxSuite catalog (in the right hand pane)
and select Properties.... Click to the Tracking tab. Leave everything unchecked
and select (None) for WWW Server. Under the Generation tab,
everything except Generate Abstracts. This creates abstracts based on the
documents and can be quite helpful. Pick something reasonable for the max size

(like 100 chars) and click OK.

The next step is to tell the catalog what to index. Right click on the Directories
folder underneath your Catalog and select New > Directory. This is where you add
the directory you want this catalog to index. For FoxSuite we recommend you

i

Index the docs directory — probably C:\Inetpub\wwwroot\FoxSuite\docs.

uncheck
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Next you click on Indexing Service in the left hand pane and click the start arrow
in the toolbar to start the service if it's not already running. If it was running, stop
and restart it. This should the FoxSuite Catalog indexing. Based on the size of the
content involved, the initial indexing process can take a while so don't be worried
if you don't get results right away or only get partial results. You can test the
Catalog by clicking on Query the Catalog underneath the FoxSuite catalog name

and running a test query.

Now that the FoxSuite catalog is set up, you can utilize the FoxSuite File Search
page to interface with the Indexing Service. As shown below.

Full-Text Document Search

Requires an MS Index Server Catalog - see Section 4.5.12 of the FoxSuite Manual

Search Term:

I Search |
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2 results found:
HTMT. cliphoard
Author: Aiello Last Medified: 27772003 25720 FM
Size: 19456 bytes Kepwonds:

Description: heet3 Sheet? Sheet] TABLE MName In Folder Addlibcat asp
AddOrgname. asp AddPname. asp contacts2. asp co

Rank: 105 | Hit Count: 1
/bsaccessdd/docs/archive/features list.xls

Aunthar: Aiello Last Madified: 4/16/2003 12:40:45 P

Size: 183944 hytes Keypwards:

Description: Sheet3 Sheet? Sheet] Document Management Wotk Flow Diagrams Task
Management To-Do" Lists Discussion

Rank: 105 | Hit Count: 1

4.15 Personal File Folders

Each FoxSuite member with a valid username in the FoxSuite Directory is
provided with a file directory for storing personal files in the Storage area. These
are non-public, and non-shared files, which are accessible only by the individual
owner. The personal file directory is set-up automatically when a new member is
created.

e Personal File Security & Personal files are stored in the FoxSuite
Storage/Users folder. To avoid unauthorized file access by a person typing
a file address (URL) into their browser’s address window — administrators
should disable Read Access in 1S for the Storage/Users folder.

A member’s personal file folder is accessible from the main File Manager menu
bar by clicking on the purple My Files button as shown below. The ownership of
the files is identified by the user’s login username and password - so be aware that
anyone using you login credentials could also access your personal files.

A Return Fi Ie Manager B New Directory Q Search Log (4] Multi-Uplgad & My Files ) @Team Files




lm”HIIEH””_Cﬂ New Directory I Ql Search I[B Multi-Upload It' Docs I% Org Files I@ Team Files I

USERSWIM H SMITH. .. Last Modified: 2/1/2005 Folder Size= 357 Kb

Falder Mame Size Kb Date Created Upload Rename Celete
L
2y dir2 111 9/15/2005 3] = i
@ me_you 76 9/15/2005 E3] = i}
&y my stuff 0 12/13/2005 = = i
2y new 0 10/8/2005 3] = i
&y one and two 36 10/8/2005 3] =) i}

Fne MNarme Edit  Date Created Type Last Modified Size (Bytes)
A 3hmp = 9/15/2005 brmp 1/21/2005 77,878
(=] 3? 225 g ) 9/15/2005 ng B/15/2005 48 626
5] Analysis.JPG = 9/15/2005 PG 3/30/2005 13,751
[ Attachment INcluded htrnl = 9/15/2005 htrnl 211472006 24
[ blog.htm = 9/15/2005 htrn 6/11/2005 417
[ cfa only htm = 9/15/2005 htrn B/8/2005 29
%] KnohS.gif ] 9/15/2005 gif 2/19/2005 13,287
[ newstest.htm = 9/15/2005 htrn 10/3/2005 11,625
[ subject html = 9/15/2005 htrnl 8/18/2005 394
[] Test HTML or Text.html =) 9/15/2005 htrl 1/5/2005 615
[} test images htm = 9/15/2005 htrn B/8/2005 300
[] testd htm ] 9/15/2005 htrn 10/14/2005 41
[} testhack htm =] 9/15/2005 htrn B8/26/2005 59

ame: |

T[S

4.16 Organization Folders

Organization folders are special folders created automatically whenever a new
Organization is created within the FoxSuite program. Organization folders are not
“public”, but FoxSuite members assigned to a particular organization are allowed
access to that organization’s folder. Organization folders are stored in the Storage
area of FoxSuite.

o o | [ 1" P21 FoTe [=] g 8 New Directory | @ Search |[] Log

Organization folders are accessed from the main menu bar by clicking the Org
Files button as shown above. FoxSuite determines what Organization Folder a
user has access to and displays any files included in the folder. A member of the
Engineering organization for instance might see a screen similar to the one below.
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e Organization File Security & Organization files are stored in the
FoxSuite Storage/Group folder. To avoid an unauthorized person typing a
file address (URL) into their browser’s address window — administrators
should disable Read Access in 1S for the Storage/Group folder.

4.17 Project Files, Team Folders, and Email Folders

Project Files, Team Folders, and Email Folders are special categories of files that
are not accessed from the main File Manager console. These files are also not
normally public, and will be discussed in the sections on Projects, Teams, and
FoxSuite Email.

4.18 Off-Site File Storage

The docs and Storage areas are pre-configured directories that are contained
within the FoxSuite site... that is, they are subdirectories within the normal
FoxSuite site. This setup provides convenience during installation, and eliminates
the Administrator having to decide where to locate stored documents. For added
flexibility, however, FoxSuite has the ability to access and manage some of your
documents “off-site” — in a directory that is not a part of the overall FoxSuite site.
Say for instance that your FoxSuite site is physically located at
c:/inetpub/wwwroot/foxsuite . The normal docs folder would therefore be located
at c:/inetpub/wwwroot/foxsuite/docs — a subfolder of the FoxSuite site. The same
would apply to the Storage folder. But perhaps you want to store some of your
files at c:/companyfiles. This is possible in FoxSuite once you perform a couple
of setup tasks:



1) Create a new Sidebar Menu item to access the new storage area — perhaps you
call it - Remote. The link to enter is: remote/fileview.aspx

2) Modify the special web.config file you will find located in the
FoxSuite/Remote folder. If your remote file access location is on the same
computer as FoxSuite, you will only need to modify the “remotepath” value as
shown below:

<add key="remotepath" value="C:\companyfiles\"/>

You would need to modify the portion in red to input the physical location of the
folder you want FoxSuite to access. In this scenario you will also need to assure
that the ASPNET account for Windows 2000 (or the 1IS_WPG account for
Windows 2003) has full “modify” permissions for your off-site folder. See Section
3 of the FoxSuite Installation Guide for a discussion on setting permissions for
Windows folders.

Additional Consideration:

If your remote files are located on a different computer on the network, the
ASPNET account (or the 11IS_WPG account for Windows 2003) will not have
permissions to access these files. These accounts are local to the web server and
cannot access Windows resources on other computers. You can, however,
configure FoxSuite for “impersonation” — a method which allows the ASP worker
process to assume a new identify which will have the proper access permissions on
the new computer. Impersonation is not normally recommended for ASP.NET
applications like FoxSuite due to security complications — but to access files on a
remote share there a few alternatives. To implement “impersonation” during
remote access, you can uncomment and modify a 2" portion of the special
web.config file located in the FoxSuite/Remote folder:

<identity impersonate:"true" Remove these comment markers
userName ="domain/username"
password="password" />

You will need to completely remove the 2 comment markers to place the new code
element in service and then modify the portions shown in red. You will need to



supply a Windows user account including the computer/domain name that will
have Windows access permissions to the file location on the remote computer.
Having the special web.config file located in the FoxSuite/Remote folder allows
FoxSuite to use impersonation only when accessing remote files. For all other
pages and activities, FoxSuite will cease impersonation and return to the normal
local ASPNET identity.

For the remotepath element in the configuration file — you will first want to
“map” the remote file location to the webserver using a drive letter like L for
instance - and then input the location in the remote path element similar to:

<add key="remotepath" value="L:\companyfiles\"/>

Once you are complete — you should be able to click the “Remote” menu-item you
created in Step 1 to bring up the Screen below.
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The functionality of this File Manager is similar to those in the Storage areas. The
docs and Storage File Managers remain in service as well.



